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Trends: Cyber attacks have become more frequent ...

= Even before the pandemic, the number of cyber attacks was increasing ...

» ...and, looking forward, heightened geopolitical risk calls for vigilance
Significant global cyber incidents, and cyber incidents Interest in operational and cyber risk, and cyber insurance
targeting financial institutions over time
Jan. 2007-Apr./Aug. 2022; number per month, 12m mov. avg. Jan. 2007-Sep. 2022, index
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Source: Center for Strategic & International Studies (CSIS), Carnegie Endowment
for International Peace and ECB calculations.
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Sources: Google trends, BIS and ECB.




Does cyber risk fall within the purview of financial stability overseers?

In other words, are cyber risks...

= ... mainly idiosyncratic or could they be systemic?
. ... random or are there identifiable systematic drivers?
" ... best addressed by micro- or macroprudential supervision?
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Sources of risk to financial stability

Macroeconomic *Macroeconomic shocks
disturbances Macroeconomic imbalances

Exogenous

risks _ -Political risk
Event risk Natural disasters

*Financial (credit, market, liquidity) risk

Institution-based EeEE NS
*Reputational and operational risk

*Asset price misalignments
Market-based «Counterparty and contagion risk
risks «Market runs

Endogenous

Market *Clearance

b e b d *Payment and settlement risk
Infrastructure-base eInfrastructure fragility

Note: based on Fell and Schinasi (2005).
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How cyber risk could matter for financial stability

: e : - Cyb LA
Reliance on digitalization is increasing, also within the rcbiotk o A s
financial system... / N

ardware Cloud
... which gives rise to complex, multi-layered //// \
interconnections between the financial system, cyber \ ‘

networks/information and communication technology, and e

network

the real economy P
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ORCE MAsgype =  Conducting of deliberate cyber attacks has become

easier and cheaper over time
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Real economy

(Inter)governmental bodies Non-financial corporations
 Disruption of governmental services « Ransom, theft, espionage
 Disruption of oversight functions  Disruption of corporate

services/operations

®

Individuals/households Physical infrastructures

» Theft/fraud (exploitive) + Large scale outages
» Disruption of financial services
» Loss of confidence

 Disruption of supply chains
(potentially disruptive)
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Investment/pension funds

. Operationa| impairments Q @ Financial infrastructures

» Theft/fraud (exploitive)  Disruption in market functioning
» Loss of information (disruptive)

N
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Banks Insurance corporations
» Theft (exploitive) * Operational impairments

» Operational impairments, loss of » Losses from insured incidents
information (disruptive)




What aspects should central banks care about?

Severity
of Loss
to an
Affected
Company

¥ Targeted
Physical
& damage

Algorithmic
system
failure

Leaks
abuse and
defamation

@ disruption

Systemic
Cyber Catastrophe
Long term Events
oo “Cyber incidents, including cyberattacks,
ok could pose a systemic risk to the financial
. g system given their potential to disrupt
ool critical financial services and operations

and thereby impair the provision of key
economic functions”, Mitigating Systemic
Cyber risk, January 2022 ESRB

Communications
silenced y Mass viral
y infection

Number of Companies Affected
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How can cyber incidents become systemic threats to financial stability?

CONTEXT

SINGLE FIRM
AFFECTED

MULTIPLE
FIRMS
AFFECTED

SUPPLY
CHAIN
AFFECTED

STARTING POINT

PROBABILITY

CYBER THREAT
capability
intent
opportunity

VULNERABILITY
Idiosyncratic

Common Individual
Vulnerabilities (CIVs)

COUNTERMEASURES

ASSETS

CYBER RISK

Circumstances by which
a cyber incident arises

Sources: ESRB (2020).

SHOCK

CONSEQUENCES

TECHNICALIMPACTS
Availability
Confidentiality
Integrity
Authenticity
Accountability
Non-repudiation
Reliability

¥

BUSINESS IMPACTS

Financial
Reputational
Legal and
regulatory
Contractual

Loss of

* Business
objectives

* Operational

* Environmental

* Human

Impact at
starting point

AMPLIFICATION

SYSTEM VULNERABILITIES
Susceptibility and coping capacity

SYSTEM AMPLIFIERS
Scale and * Uncertainty
criticality « Erosion
Network * Adverse
topology conditions
Homogeneity < Detection time
Complexity * Ineffective
Time sensitivity  response

CYBER SPECIFIC AMPLIFIERS

* Persistence * Pervasiveness
« Concurrency * Speed of transmission

Contributing factors that
exacerbate shock

SYSTEMIC EVENT

SYSTEMIC EVENT

EXHAUSTION
OF ABSORPTIVE
CAPACITY

SYSTEMIC MITIGANTS

Developing capacity to
analyse systemic risk

----V

Selecting and assembling
macroprudential toolkit

Monitoring for system risks
Calibrating macroprudential tools

Promoting sector-wide
collective action

g clear

CONTAGION CHANNELS

Impact exceeds system’s
ability to absorb the shock

Transmit shock
through the system
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Interdependencies have important implications for the safety
and efficiency of the financial ecosystem

This is real
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High systemic risk potential of cyber risks

Systemic threat correlation matrix

Legend:
No causal linkage, No ability to exacerbate
No causal linkage, Ability to excacerbate

Weak potential, To trigger threat occurrence
Strong potential,  To trigger threat occurrence i i i i
Ability to trigger Other threats within same class ™ There IS N0 unlform view Of the I|nk between
5 : cyber and systemic risks:
g g g g e & é ‘2 g § £ 8 . " Some assume a direct link whereas others imply a
g § 8 85 % 2 os oglzlf§ g connection
§ 35 28 838 8 8|33 2 8 :
Merket crash =  Acyber attack can cascade into other
Soverelgn crash (potentially) systemic threats depending on:
Price shock

Interstate w ar
Terrorism

Separatism

1. Substitutability
2. Risk correlation

Geopolitical tensions
Social unrest

Pow er outage

Cyber attack

3. Interconnectedness

Solar storm

Nuclear accident

Pandemic

Sources: ECB and Cambridge Centre for Risk Studies.
Note: The correlation matrix summarises the risk of one threat cascading into another. Each threat type has been systematically explored to identify the initiating trigger events that cause loss over the chosen
LI (el e AR (NI BTV (R gV eely (I T o la MR SR I TeTe s Kol Mn IV ife] [N [e Il [eaEWeIEY N g impacted in the same event — is well represented. For instance, materialisation of one threat which then triggers subsequent threat

events in a cascade of escalating consequences. Examples include a war pjeVelqlale R oV1g=1s[a Nl (TN o g Tﬁural catastrophe causing a power outage which causes social unrest. See Cambridg%GlobaI Risk Index,
2017. Red bars sum the intensity (from 1-4) of the links with other potentia eIy WWW.eCb.europa.eu




Overview

A central banker’s perspective

Gauging the threat landscape, potential drivers and costs

Macroprudential policy implications

Concluding remarks

RN ~ B

www.ech.europa.eu ©



Global cyber threat landscape

» Recorded cyber attacks are highly concentrated in a few large advanced and emerging economies

Global cyber attacks
Ranking, 2021

Highest

Lowest

. -

Sources: University of Maryland CISSM Cyber Attacks Database.

Note: The CISSM Cyber Attacks Database brings together open-source information surrounding a range of publicly-acknowledged cyber events on private and

public sector organizations. It covers English language soug d contains around 9000 cyber attacks between 2014 and 2022 globally.
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www.ech.europa.eu ©



Structural drivers: Cyber attacks by stage of economic development

=  Reports of cyber attacks appear to be more frequent in advanced economies
=  Stage of economic development seems more relevant than economic importance

Cyber attacks in AEs and EMEs Cyber incidents and economic importance
2014-2021, number 2021, log-scales
= Advanced economies 1.0000

Emerging market economies
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Sources: University of Maryland CISSM Cyber Attacks Database

Sources: University of Maryland CISSM Cyber Attacks Database, IMF and ECB calculations.
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Structural drivers: the financial sector is not the prime target of cyber attacks

=  Around 5-10% of cyber attacks are targeted at the financial sector
=  Cyber attacks attributed to criminals are predominant

Global cyber attacks by economic sector Global cyber attacks by perpetrator type
2014-2022, number 2014-2022, number
Bl Accommodation and Food Bl Manufacturing
Arts and Recreation l Other Services
B Educational Services Professional Services Bl Criminal B Nation-State
M Finance and Insurance Public Administration Hacktivist B Terrorist
B Health Care Retail Trade Il Hobbyist B Undetermined
M Information Other or unknown 2000
2,000 '
1,800 1,800

1,600 1,600 -

1,400 1,400 —
1,200 1,200
1,000 1,000 . !

800 800

600 600

400 400

200 . 200 .

0 PUST 0

*
2014 2015 2016 2017 2018 2019 2020 2021 2022 2014 2015 2016 2017 2018 2019 2020 2021 2022%*

Sources: University of Maryland CISSM Cyber Attacks Database.

Notes: *2022 figures are annualised based on data availab|ERVgliIIV]\YAe s
16 www.ecb.europa.eu ©



Structural drivers: most cyber attacks are exploitative, with financial motives

= Around 70% of cyber attacks are exploitive and 30% are disruptive
=  Financial motives are dominant, but protests, espionage and sabotage also play a role

Global cyber attacks by event type Global cyber attacks by motive
2014-2022, number 2014-2022, number
M Financial M Personal Attack
. . . Espionage Il Sabotage
u DISI’U[')FIVB B Mixed . M Industrial-Espionage W Support to Warfighter
Exploitive @ Undetermined M Political-Espionage Undetermined

2,000 B Protest Various

1,800 2,000

1,600 . 1,800

1,400 1,600

— — I I I
1,000 1,200 .

800 B — — 1,000

600 T 800 [—

I
—
400
200
ollllul AN - o I
2014 2015 2016 2017 2018 2019 2020 2021 2022* 0 -

2014 2015 2016 2017 2018 2019 2020 2021 2022%
Source: University of Maryland CISSM Cyber Attacks Database.
Notes: *2022 figures are annualised based on data
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Structural drivers: Cyber attacks on the financial sector are mostly exploitative

=  The majority of cyber attacks on the financial sector are exploitive and carried out by criminals
=  Cyber attacks are mostly driven by financial motives, but protests by hacktivists have also played a role

Cyber attacks on financial sector by Cyber attacks on financial sector by Cyber attacks on financial sector by
event type perpetrator type motive
2014-2022, number 2014-2022, number 2014-2022, number
W oiupie W et Wi W eonsae e crese B oo
Exploitive B Undetermined Hac t|\_/|$t Undetermine B Personal Attack Bl Undetermined
160 B Hobbyist M Political-Espionage B Various
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Sources: University of Maryland CISSM Cyber Attacks
Database.

Notes: *2022 figures are annualised based on data
available until July 2022.
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Cyclical drivers: Cyber threats coincide with economic and political cycles

= Cyber activity seems to be driven by similar forces as political and economic policy uncertainty
= Electoral cycles seem to play a role, with more cyber attacks on public administration ahead of elections

Global economic policy uncertainty and number of global US economic policy uncertainty and number of cyber
cyber incidents incidents
Jan. 2014 — Jul. 2022, index, number 2014 — 2021, index: 2014=100
== Global economic policy uncertainty
Number of global cyber incidents (righthand scale) == US economic policy uncertainty

Number of US cyber incidents (total)

500 225 == Number of US cyber incidents (public administration)
450 US election years
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Sources: www.policyuncertainty.com and University of Maryland CISSM Cyber Sources: www.policyuncertainty.com and University of Maryland CISSM Cyber Attacks
Attacks Database. Database
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http://www.policyuncertainty.com/
http://www.policyuncertainty.com/

Implications: Little is known about amounts demanded by cyber perpetrators

=  For most cyber incidents, no information is available on amounts demanded by cyber perpetrators

= Based on the scarce information available, the average amount initially demanded by cyber perpetrators
appears moderate (~$25 million) but amounts have been large in some cases

Amounts demanded by cyber perpetrators Distribution of amount demanded by cyber perpetrators
2014-2022, percentage 2014-2022, USD, probability

dotted line: average
i amount of ~$25 million

~5% o

m Unknown

Some info available

Probability
[=]

100M 200M 300M 400M 500M B500M 700M 800M

Amount initially demanded by cyber actors in USD

Source: University of Maryland CISSM Cyber Attacks Database.

Notes: Chart shows that ~400 out of ~9000 cyber incide
covered in the CISSM database include information
on amounts initially demanded by cyber actors. 20 www.ech.europa.eu ©




Implications: Indirect costs are rising

=  Cyber insurance costs have been rising, and non-financial firms’ funding costs may be adversely
affected by credit rating downgrades (via ESG scores)

Negative rating actions for NFC’s where cyber incidents

Cyber insurance renewal premium rates played arole
Q1 2019-Q4 2021, g-0-q change in percent 2018-2021, number
B Annual
B Cyberinsurance rates Cummulative
40 12

35

30

2
U-.Il

3020 -

—_— I .
@ @ @ ] — — — —
o § o g ¢ ©§ 8 6§
2 &8 g = =< a &®o = 2018 2019 2020 2021
Source: Fitch ratings. Source: S&P Global.
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Mitigants of cyber risks
=  Sectors with higher rates of digitalisation are more prone to cyber attacks
= Higher frequency of attacks does not necessarily translate into higher losses
= Recent studies find IT spending can effectively mitigate cyber costs

Number of cyber incidents by digitalisation rates Cost of cyber attacks and IT spending by sector
2020, percentages, number of events 2020, percentage of revenue
@® Cloud computing ® PCusers 0.6%
Staff training ® Specialist IT staff ’
100 Information Arts @
A 0.5%
90 /.\ e Real estate
° Y
80 oo =
S 0.4%
70 . >
- Lo =
S 60 - o Health care
2 Manufacturing |9 et © 0.3%
%) .o < . .
€ 50Accommodation JPCAR SR DR B BTt ' @ P Professional, Sci
Z 40 andFood ot [ L T § . . and Tech
\2 ol B N U EOCERs 7" S o 0.2% Mining Accommodation _ . Transportatio_n
s 30 PR ¥ XA 2 Other services \]nformation and warehousing
aeee” ' 6 Y Finance and
20 Tl F;nance and Professional 0.1% ® o Admin., @ insurance
10 nsurance Services Wholesale @ ducat ' °
Retail Trade frade Utilities Agriculture é veato © Manufacturing
0 0.0% Retail trade °
0 20 40 so f b8° 100 120 140 1.0%  20%  30% 40%  50%  60%  7.0%  8.0%
Number of cyber events IT spending (% of revenue)
Sources: BIS, University of Maryland CISSM Cyber Attacks Database. Sources: BIS, ECB.

Note: Cloud computing: % of firms that have purchased cloud computing IS ORVS-ICHE N0
staff that use a computer in their everyday work. Staff training: % of firmsEiEIRe IR E1i f= o[=1ei1 il
IT training. Specialist IT staff: % of firms that employ staff specialized in AR

Note: based on Aldasoro, |., Gambacorta, L., Giudici, P., & Leach, T. (2022).
The drivers of cyber risk. Journal of Financial Stability, 60, 10A86%cb.europa.eu ©



Policy response: Cyber resilience work of international fora

» G7 Cyber Expert Group (CEG) - working on a variety of cybersecurity topics such as
Third party risk, Ransomware, Crisis exercising. The G7 CEG has issued “Fundamental
Elements” on how to assess cybersecurity in the financial sector, Threat Led Penetration
Testing, Third party risk and Cyber Exercise Programs.

» Financial Stability Board - working on enhancing the Cyber Lexicon, Third party risk,
Cyber incident response and recovery toolkit.

» Basel Committee on Banking Supervision - monitoring and assessing developments
in banks' cyber risk management and resilience to help safeguard the confidentiality,
integrity and availability of banks' systems and data in the face of cyber threats.

» Committee on Payments and Market Infrastructures - working on operational and
cyber resilience: 2016 “Cyber Resilience Guidelines for FMIs”
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Policy response: Cyber resilience work of European fora
European Systemic Cyber Group

» Working on establishing a pan-European systemic cyber incident coordination
framework (EU-SCICF) to mitigate the risk of a coordination failure.

» Providing guidance for cyber resilience scenario stress testing as a tool to assess
the impact of a cyber incident and analyse its potential amplification into a systemic
event both for institutions and system wide

» Quantifying the maximum acceptable level of disruption to critical economic
functions that does not pose a risk to financial stability in severe, or even extreme,
but still plausible scenarios

» ldentifying macroprudential tools that may mitigate the effect of a systemic cyber
incident
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Policy response: Eurosystem Cyber resilience strategy for
Financial Market Infrastructures (2017)

Cyber Strategy

[

PILLAR 1 PILLAR 2 PILLAR 3
FMI Sector Strategic
Resilience Resilience Dialogue

|

CPMI-IOSCO Cyber Guidance

The Eurosystem strategy for
ensuring the cyber resilience of
the financial ecosystem

Rolled out: 2017 — 2022
Eurosystem and national level
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Conclusions

» Returning to the three initial questions: (1) cyber events could indeed pose systemic
risks, and; (2) may not be random, but; (3) the existing macroprudential policy toolkit
has limited capacity to address the risks

» Macroprudential authorities can still invest in monitoring frameworks — including
early warning tools — and system-wide stress-testing to gauge resilience, identify
vulnerabilities, and issue warnings

» Ensuring cyber resilience requires collaboration at both operational and policy
levels, while also closing data gaps
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Eurosystem Cyber resilience strategy for FMIs (2017)
Three Pillars

> FMI Resilience
Strategic objective: Overseers to work with FMIs to enhance their cyber resilience to ensure their

safety and soundness.
Tools: Cyber resilience oversight expectations, European red team testing framework, cyber survey

> Sector Resilience
Strategic objective: Enhance collective cyber resilience capability of the financial sector, through
cross-border / cross-authority collaboration, information sharing and exercises.
Tools: market wide cyber exercises, sector-mapping

> Strategic Regulator — industry engagement
Strategic objective: Establish trust and collaboration amongst participants, catalyse joint initiatives to
enhance sector capabilities and capacities, and increase cyber awareness
Tools: Establishment of “Euro Cyber Resilience Board for pan-European FMIs”
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