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Cyber security, the war 
and impact on the 
financial system

by Marcus 
Murray
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  Top Ukraine cyber defense official visting 
Truesec

VICTOR ZHORA
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 ESCALATION LADDER

DESINFORMATION 
Change opinion

FEAR 
Sense of hopelessness

WAR
Destroy and conquer
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  January 13 to 14: 
70 Ukrainian 
government 
websites defaced!
 Ministry of Foreign Affairs
 Ministry of Education
 Etc. 

 UND 1152, Belarus attributed
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 Victims span multiple 
government, non-profit, and 
information technology 
organizations.

 Destructive malware disguised 
as ransomware

 Attack initiated on January 13
 Announced on January 15
 WhisperGate

January 13-18: 
Wiperware attacks 
against Ukraine
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• The Defense Ministry, the 
Foreign Ministry and two largest 
state banks etc unreachable. 
• Bank customers reported 

problems with online payments, 
banking apps and, in very 
limited cases, accessing ATMs. 
• These attacks were 

compounded with fraudulent 
SMS messages sent to Ukrainian 
phones in an attempt to create 
a panic.

February 15: 
Ukraine's defence 
ministry and banks hit 
by DDoS attack

Due to technical circumstances the bank 15.02  
do not work sorry  
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 Ukrainian banks and 
government departments, 
including the Ministry of Foreign 
Affairs, Ministry of Defense, 
Ministry of Internal Affairs, 
Security Service (SBU) and 
Cabinet of Ministers became 
inaccessible following a large 
DDoS attack. 

February 23: Ukrainian 
banking and government 
websites hit by DDoS 
attack
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 Hermetic wiper
 The wiper has been detected in 

Ukraine, Latvia and Lithuania.

 Ukrainian targets including 
financial organizations and 
government contractors

February 23: New 
form of destructive 
malware discovered in 
Ukrainian networks
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 A cyberattack disrupted 
VIASAT broadband 
satellite internet access

 Ukraine military use 
Visasat for Command & 
Control

24 feb
Attack on 
communication
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Kyiv Mayor Vitali Klitschko and his 
brother, world boxing champion 

Wladimir Klitschko, Starlink terminals
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What if the war is lost in 1-3 days?
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Feb 25:
Cybercriminals pick side
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1000+ Cyberattacks on Ukraine related to 
the war

15% sophisticated.
DDOS / VIPERS
Russia is exposing their capabilities
Sets the standard for future conflicts. 

First war where the cyber 
component is fully integrated
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Related risks for
Northern European banking?
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Would it be possible to
deploy wipers in large banks?
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Is ransomware still a threat?
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Will Russia become a paria state?

Incorporates E-crime actors for profit
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As before, one of the priorities of the Foreign 
Intelligence Service is to assist in the 

industrial and technological development of 
our country, in strengthening its defense 

potential. 

Putin orders FSB to go after western digital assets
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Conclusion:

The cyber threat keeps growing

Pragmatic solutions is key!
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